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DATA PROTECTION

The Data Protection (Jersey) Law 2018 grants people a range of specific rights they can exercise over their personal data, in
certain circumstances (exemptions may apply). It also sets out the requirements for how organisations, businesses and the
government use your personal information.

What you need to know...

e Data Subject: the individual whose data is being held and processed
e Data Controller: determines the purposes and means of processing personal data
e Data Processor: is responsible for processing personal data on behalf of a

controller
More definitions can be obtained from the JOIC by clicking here
DATA PROTECTION Data Processors and Data Controllers must follow these principles:
PRINCIPLES

Used lawfully, fairly and transparently

Used for specified, explicit and legitimate purposes

Used in a way that is adequate, relevant and limited to only what is necessary
Accurate and, where necessary, kept up to date

Kept for no longer than is necessary

Handled in a way that ensures appropriate security, including protection against
unlawful or unauthorised processing, access, loss, destruction or damage
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INDIVIDUAL RIGHTS Individual rights include the rights to:

* Beinformed about how your data is being used.

*  Access personal data.

* Have incorrect data updated.

* Have data deleted (in certain circumstances).

* Limit or restrict the processing of your data (in certain circumstances).

* Data portability (allowing individuals to obtain and reuse your data for
different services).

Object to how your data is processed (in certain circumstances).

SUBJECT ACCESS REQUEST

(SAR)



https://jerseyoic.org/media/foxpyx00/joic-07a-key-definitions_3.pdf

What you need to do...

EMPLOYER’S
PERSPECTIVE
CONSIDERATIONS
WHEN WORKING
AWAY FROM THE
OFFICE

=

Make sure you have a SAR policy that everyone can access.

Data must be organised, saved and destroyed in line with the retention and
privacy policy.

Train employees on Data Protection and remind them of their duties regularly.
Make sure you have employees’ consent on what data you keep and how you
process it.

Make sure employees are aware of the data privacy and confidentiality policies.
Ensure retention policies are adhered to, even when working remotely.
Provide work laptops and phones with the correct security enabled features,
rather than employees using their own devices.

Have a clear remote working policy that covers any data protection policies.
Consider logging / restricting what documents leave the office or are
downloaded from devices.

REMEMBER!!

Data protection principles apply wherever you work.

Have a clear Data Protection policy in place and refresh.

Train employees regularly on what is acceptable and any new updates.
Don’t ignore SARs, action them immediately.

Accuracy

Data Storage

Minimisation Limitation

Purpose
Limitation

Lawfulness,
Fairness and
Transparency

Integrity and
Confidentiality

GDPR
Principles for
Processing
Data

Accountability

to find out more contact hello@hrnow.je
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